Biometric data vs privacy and data protection: a quick update 

Commercial use of biometric data exploded in recent years: software are now able to measure physical characteristics, such as fingerprints, retinas, hand and facial geometry, as well as voices to recognize people. The technology makes people’s life easier as their hand or voice may be enough to access their phone or bank account, one single click may be enough to be tagged in hundreds of photos. However, this data cannot be replaced like a password: it needs to be well protected. The wrong use of biometric recognition systems may end up bringing several companies to Court.
Facebook has already received a class action complaint. Plaintiffs alleged that Facebook amassed users' biometric data secretly and without consent. Specifically, they alleged that Facebook violated their privacy because the Tag Suggestions program – which scans uploaded photographs to identify faces - did not inform users that “their biometric identifiers (face geometry) were being generated, collected or stored”. 
The action is still pending. On May 5, 2016, a California District Court ruled that Illinois 2008 Biometric Information Privacy Act (BIPA) applies and that plaintiffs stated a valid claim under the Illinois Act (740 ILCS 14), which requires companies to inform the person in writing about the purpose and length of time for which her biometric identifiers are being collected, retained or used. The BIPA also requires companies to obtain consent before “disclosing” the individual’s biometric information. The BIPA allows to recover for each violation either $1,000 or actual damages for negligent violations, or $5,000 or actual damages for intentional or reckless violations.
Similarly, Shutterfly - which offers online digital photo sharing, as well as facial recognition capabilities - settled in March 2016 a class action suit alleging the company violated the BIPA by creating a system permitting photos to be stored and searched using facial recognition technology. 
Respectively in March and May 2016, also Google Photos service and Snapchat received putative class actions for allegedly collecting, storing and using- without informed consent and in violation of BIPA – “users’ biometric identifiers and biometric information”. 
The technology industry is not the only sector using biometric recognition systems. For example, also a national tanning salon chain has been accused of violating the BIPA by collecting customers’ fingerprints without obtaining their informed written consent. In this instance, the salon chain created $1.5 million Settlement Fund to repay customers submitting valid claims.
Interestingly, there are also cases dismissing biometric data privacy cases. For example, an Illinois District Court recently dismissed an action against Smarte Carte. The company operates electronic lockers in public places that use the renter's fingerprint as a "key." Plaintiff alleged that Smarte Carte retained his fingerprint biometric information without written consent in violation of the BIPA and sued for damages. He did not allege any harm from the violation. The Court dismissed the action noting that allegations of a mere violation of the act do not qualify: “how can there be an injury from the lack of advanced consent to retain the fingerprint data beyond the rental period if there is no allegation that the information was disclosed or at risk of disclosure?”
The outcome of the pending cases will help interpreting the scope of the BIPA, and allow to better understand new liabilities and privacy obligation pending on businesses relying on biometric recognition systems. 
Under a legislative stand point, there is currently no federal laws regulating the collection of biometric information. Only Texas (Tex. Bus. & Com. Code Ann. § 503.001) and Illinois (BIPA) implemented state laws to protect biometric information. In Texas, the penalty for each violations is higher - $25,000 - and only the Texas attorney general can bring enforcement actions. 
The U.S. privacy sectoral approach brought to the enactment of various industry-specific laws governing the use of biometric information, such as for example the Gramm-Leach Bliley Act (GLBA) in the financial world, the Family Educational Rights and Privacy Act (34 CFR Part 99 FERPA) applicable to educational institutions, and the Health Insurance Portability and Accountability Act (HIPAA) for health-care providers.
The FTC contributed to the subject as well by issuing in 2012 recommended best practices for companies using facial recognition technology.
Several States have data breach notification laws governing unauthorized access to residents’ biometric information, and breach response. Among the States that adopted such specification there are Connecticut, Iowa, Illinois, Nebraska and Wyoming. North Carolina and Oregon consider the breach of biometric data as violation of personal information when in combination with the individual’s name.
Overall, considering the recent jurisprudencial debate as well as possible legislative developments, businesses shall plan well ahead before utilizing facial recognition systems. For example, it could be useful to thing about how could the concepts of transparency and consent apply to the treatment of biometric data, or how to apply a retention policy to such information.

More information is available at http://www.technethics.com/?s=biometrics 
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